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I
Von: Copyrigh_ T\-S B 5

Gesendet: Donnerstag, 12. November 2020 13:23

An: info@ddos-guard.net; abuse@ddos-guard.net; support@ddos-guard.net;
admin@ddos-guard.net

Betreff: URGENT! Final cease-and-desist letter - Clear rights infringements on the

internet service “SERIENSTREAM" (available under s.to, serienstream.to and
serienstream.sx), hosted by you

Dear Sir or Madam,
We are writing to you in the name and on behalf of our client,

Warner Bros. Entertainment Inc., 4000 Warner Boulevard, Burbank, California 91522, United States
of America,

hereinafter "Our Client". We hereby affirm, in our capacity as attorneys, that we possess the due authority to
represent Our Client.

We refer in full to our cease-and-desist letter sent by e-mail to you on November 10", 2020 (see below).

You have not reacted to our cease-and-desist letter and the Series are still available on the internet service
SERIENSTREAM - S.TO.

This is a final cease-and-desist letter to avoid court proceedings about copyright infringements occurring on
the internet service SERIENSTREAM - S.TO hosted by you (the "Website") under the IP addresses
186.2.163.237 (S.TO), 186.2.163.190 (SERIENSTREAM.TO) and 186.2.163.191 (SERIENSTREAM.SX).
We refer in full to our cease-and-desist letter sent by e-mail to you on November 10", 2020 concerning all
facts and legal arguments.

In light of the copyright infringements described, Our Client has claims under German copyright against you
as the hosting provider of the Website. The available claims include, inter alia, injunction claims, claims
for information, and damage claims.

In the name of and on behalf of Our Client, we ask you

to immediately and permanently delete the Series from the Website and prevent future uploads
of files containing any episodes of the Series.

Moreover, we ask you
to provide detailed information on all revenues gained through the illegal exploitation of the
Series as well as detailed information on the identity of all persons for whom you provide

hosting services for the Website.

Furthermore, we request
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that you preserve any and all records related to your contractual relationship with respect to
the content hosted, including, but not limited to any transactional information, agreements or
correspondence between you and your customer.

We expect fulfilment of the aforementioned demands

no later than November 14th, 2020, 4 pm CET.

In case you do not act as a hosting provider of the Website, we request that you provide detailed information
on the identity of the actual hosting provider of the Website including their name, address, e-mail-address
and phone number

no later than November 14th, 2020, 4 pm CET.

This letter is not a complete statement of Our Client’s rights in connection with this matter, and nothing
contained herein constitutes an express or implied waiver of any rights, remedies, or defenses of Our Client
in connection with this matter, all of which are expressly reserved.

Sincerely yours,
the Attorneys of_

I E, - <ntsanwatte o -
itz - [ G- rany

CONFIDENTIAL & PRIVILEGED ATTORNEY-CLIENT COMMUNICATION

Von: Copyright

Gesendet: Dienstag, 10. November 2020 11:43

An: info@ddos-guard.net; abuse@ddos-guard.net; support@ddos-guard.net; admin@ddos-guard.net
Betreff: URGENT! Cease-and-desist letter - Clear rights infringements on the internet service “SERIENSTREAM”
(available under s.to, serienstream.to and serienstream.sx), hosted by you

Dear Sir or Madam,
We are writing to you in the name and on behalf of our client,

Warner Bros. Entertainment Inc., 4000 Warner Boulevard, Burbank, California 91522, United States
of America,

hereinafter "Our Client". We hereby affirm, in our capacity as attorneys, that we possess the due authority to
represent Our Client.
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This is a cease-and-desist letter to avoid court proceedings about copyright infringements occurring on the
internet service SERIENSTREAM - S.TO hosted by you (the "Website") under the IP addresses
186.2.163.237 (S.TO), 186.2.163.190 (SERIENSTREAM.TO) and 186.2.163.191 (SERIENSTREAM.SX),
currently available, inter alia, via the domains

e S.TO
e SERIENSTREAM.SX
e SERIENSTREAM.TO

Our Client owns the exclusive making available rights, in particular for the territory of Germany, in and to the
following series

° Arrow

° Lethal Weapon

° Supernatural

o The 100

° The Big Bang Theory
o Westworld

° You

° Young Sheldon

(in the following: the Series)

The Website offers a vast amount of copyright-protected content, consisting of series. The Website almost
entirely consists of copyright-infringing material, i.e. content, the rights of which are owned by rightsholders,
such as Our Client. On the Website, the copyright-protected content of Our Client is made available, in
particular the Series. See e.g. the following links on s.to:

° https://s.to/serie/stream/arrow

° https://s.to/serie/stream/lethal-weapon

° https://s.to/serie/stream/supernatural-zur-hoelle-mit-dem-boesen
° https://s.to/serie/stream/the-100

° https://s.to/serie/stream/the-big-bang-theory

° https://s.to/serie/stream/westworld

° https.//s.to/serie/stream/you

° https://s.to/serie/stream/young-sheldon

By making available the Series on the Website, you are clearly infringing Our Client's copyright. Pursuant to
the CJEU decision GS Media (judgment of 8 September 2016, Case C-160/15, n. 55), already the linking to
copyright protected content is a copyright infringement. The posting of hyperlinks to protected works, which
are freely available on another website without the consent of the copyright holder, constitutes a
'communication to the public' if those links are provided with the pursuit of financial gain and the posting
person knew or could have reasonably known the illegal nature of the publication of those works on that
other website. Also, as operators of a linking portal site, the operators of the Website are infringing copyrights
pursuant to the CJEU decision Stichting Brein (The Pirate Bay) of 14 June 2017 (case C-610/15, n. 47).

Please note that German courts have also ruled that the operators of structurally infringing sites - like the

Website - infringe copyrights and can even be held responsible based on criminal law charges (see German
3
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Federal Supreme Court, decision of 11 January 2017, case 5 StR 164/16). The operators of the Website
violate copyright themselves (German Federal Supreme Court, decision of 11 January 2017, case 5 StR
164/ 16; Regional District Court Leipzig, judgment of 14 December 2015, case 11 KLs 390 Js 9/15; see also
CJEU GS Media, judgment of 8 September 2016, Case C-160/15, n. 55 and CJEU Stichting Brein (The
Pirate Bay),judgment of 14 June 2017, Case C-610/15, n. 47).

You have already received a qualified attorney information letter from Our Client (via the law firm Boehmert
& Boehmert) on 10 December 2018 regarding the infringement of the Series on the Website as well as a
subsequent cease-and-desist letter on 12 December 2018 regarding the Series on the Website. Despite
having received these letters you have not taken action to fulfill Our Client’s claims.

In light of the copyright infringements described above, Our Client has claims under German copyright
against you as the hosting provider of the Website. The available claims include, inter alia, injunction
claims, claims for information, and damage claims.

In the name of and on behalf of Our Client, we ask you

to immediately and permanently delete the Series from the Website and prevent future uploads
of files containing any episodes of the Series.

Moreover, we ask you
to provide detailed information on all revenues gained through the illegal exploitation of the
Series as well as detailed information on the identity of all persons for whom you provide
hosting services for the Website.

Furthermore, we request
that you preserve any and all records related to your contractual relationship with respect to
the content hosted, including, but not limited to any transactional information, agreements or
correspondence between you and your customer.

We expect fulfilment of the aforementioned demands

no later than November 12th, 2020, 12 pm CET.

In case you do not act as a hosting provider of the Website, we request that you provide detailed information
on the identity of the actual hosting provider of the Website including their name, address, e-mail-address
and phone number

no later than November 12th, 2020, 12 pm CET.

This letter is not a complete statement of Our Client’s rights in connection with this matter, and nothing
contained herein constitutes an express or implied waiver of any rights, remedies, or defenses of Our Client
in connection with this matter, all of which are expressly reserved.
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URGENT! Qualified attorney information L.. Anlage AST 27

Sky Deutschland Fernsehen GmbH
& Co. KG u.a.

Betreff: URGENT! Qualified attorney information letter about rights Infringements /. Telekom Deutschland GmbH

ey

Datum: 10.12.2018, 18:00

An: info@ddos-guard.net, abuse@ddos-guard.net, support@ddos-guard.net, adm

Kople (CC): copyright® [ de

Deer Sir or Madam,
We are writing to you in the name and on behalf of our clients, namely

1.) Paramount Pictures Corporation, 5555 Melrose Avenue, Los Angeles, CA 90038, United States;

2.) Sony Pictures Television Inc., 10202 West Washington Boulevard, Culver City, 90232, California, United States of
America;

3.) Columbia Pictures Industries, Inc., 10202 West Washington, Culver City, California 90232, United States of America;

4) Twenticth Century Fox Film Corporation, 10201 West Pico Boulevard, Los Angeles, CA 90035, United States of
America;

5.) Universal City Studios Productions LLLP, 100 Universal City Plaza, Universal City, California 91608, United States of
America;

6.) Universal Cable Productions LLC, 100 Universal City Plaza, Universal City, California 91608, United States of
America;

7.) Disney Enterprises, Inc., 500 South Buena Vista Street, Burbank, California 91521, United States of America;

8.) Wamer Bros. Entertainment Inc., 4000 Warner Boulevard, Burbank, California 91522, United States of America,

9.) Sky Deutschland Fernsehen GmbH & Co. KG, Medienallee 26, 85774 Unterfohring, Germany

herein after “Our Clients”. We hereby affirm, in our capacity as attorneys, that we possess the due authority to represent Our
Clients.
This is a notice-and-take-down letter about copyright infringements occurring on the internet services SERIENSTREAM
(S.TO) and Burning Series (BS.TO), websites hosted by you (the “Websites”) under the IP addresses 186.2.163.124
(BS.TO), 186.2.163.237 (8.TO) and 186.2.163.190 (SERIENSTREAM.TO), currently available, inter alia, via the domains
S.to
SERIENSTREAM.to
BS.to

Our Clients own the exclusive making available rights, in particular for the territory of Germany, in and to the films and series
set forth in the attached Exhibit for the territory of Germany, or their associated companies of their respective company groups
who are authorized to enforce these rights on behalf of Our Clients.

The Websites offer a vast amount of copyright-protected content, consisting of series. The Websites almost entirely consist of
copyright infringing material, i.c. content, the rights of which are owned by rightsholders, such as OQur Clients. On the
Websites, the copyright protected content of Our Clients is made available, in particular the titles as set forth in the Exhibit.

By making available OQur Clients’ content on the Websites, you are clearly infringing Our Clients’ copyright. Pursuant to the
CJEU decision GS Medie (judgment of 8 September 2016, Case C-160/15, . 55), already the linking to copyright protected
content is a copyright infringement. The posting of hyperlinks to protected works, which are freely available on another
website without the consent of the copyright holder, constitutes a ‘communication to the public' if those links are provided with
the pursuit of financial gain and the posting person knew or could have reasonably known the illegal nature of the publication
of those works on that other website. Also, as operators of a linking portal site, the operators of the Websites are infringing
copyrights pursuant to the CJEU decision Stichting Brein (The Pirate Bay) of 14 June 2017 (case C-610/15, n. 47).

Please note that German courts have also ruled that the operators of structurally infringing sites — like the Websites - infringe
copyrights and can even be held responsible based on criminal law charges (see German Federal Supreme Court, decision of
11 January 2017, case 5 StR 164/16). The operators of the Websites violate copyright themselves (German Federal Supreme
Court, decision of 11 January 2017, case 5 StR 164/ 16; Regional District Court Leipzig, judgment of 14 December 2015, case
11 KLs 390 Js 9/15; see also CJEU GS Media, judgment of 8 September 2016, Case C-160/15, n. 55 and CJEU Stichting Brein
(The Pirate Bay), judgment of 14 June 2017, Case C-610/15, n. 47).

In light of the copyright infringements described above, Our Clients have claims under German copyright against vou as the
hosting provider of the Websites. The available claims include, inter alia, injunction claims, claims for information, and
damage claims,

In the name of and on behalf of Our Clients, we ask you

20.12,2018, 11:42
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2von 2 URGENT! Qualified attorney informationl.. URGENT! Qualified attorney information L...

to immediately and permanently delete the tities as set forth in the Exhibit from the Websites and prevent future
uploads of files with the same content.

Moreover, we ask you

to provide detailed information on all revenues gained through the illegal exploitation of Our Clients’ content as
well as detailed information on the identity of all persons for whom you provide hosting services for the Websites.

Furthermore, we request
that you preserve any and all records related to your contractual relationship with respect to the content hosted,
including, but not limited to any transactional information, agreements or correspondence between you and your
customer.

We expect fulfilment of the afore-mentioned demands

no later than December 11t0, 2018.

In case you do not act as a hosting provider of the Websites, we request that you provide detailed information on the identity of
the actual hosting provider of the Websites including their name, address, e-mail-address and phone number

no later than December 118, 2018.

This letter is not a complete statement of Our Clients’ rights in connection with this matter, and nothing contained herein
constitutes an express or implied waiver of any rights, remedies, or defenses of Our Clients in connection with this matter, all
of which are expressly reserved.

Attachment:
Exhibit with list of titles
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Website nal Title iStudlo URL

L Bs.to Maniac Season 1 Paramount Pictures Corporation ://bs.to/serie/Maniac/1

2 Bs.to Berlin Station Season 1 Plctures Corporati ://hs t0/! fBerlin-Station/1

3. Bs.to Berlin Station Season 2 Paramount Pictures Corporstion https://bs.to/serle/Berlin-Station/2

4, |as.w Berlin Statlon Season 3 Paramount Pictures Carporation M@g{ﬂeﬂwsum

5. |esto The Hat of Hill House Season 1 P Plctures Corp to, k-In-Hill-House/1

3 Bs.to 13 Ressons Why Season 1 Paramount Pictures Corporation 'fbs.to/s ote-Maedchen-luegen-nicht/1

7. Bs.to 13 Reasons Why Season 2 Paramount Pictures Corporation t0/serie/Te hen-luegen-nicht/2 _

8 Bs.to [The Art of More Season 1 Sony Pictures Television Inc. /bs 10/serle/The-Art-of-More/1

9. Bs.to Powers Season 1 |Sou Pictures Tel Inc. 2 1

10. [Bsto (1 Bad Season 3 Sony Pictures Television Inc. :

11, [Bsto Breaking Bad Season 5 |sony Pictures Yelevision Inc. hitps://bs.to/serle/Breaking-Bad/5

12 [Bsto My Boys Season 4 {Sony Pictures Television Inc. https://bs.to/serie/My-Boys/4

13, [Bsto My Boys Season 1 {Sony Pictures Talevision Inc. https://bs.to/serie/My Boys/1

14. |Bs.to Til Death Season 4 |Sony Plctures Television Inc. i/ fosto/serie/Ehe-Ist/4

15. |Bsto The Big C Season 1 Pictures Television Inc. hitps://bs.tofsel ig-C-und-jetzt-ich/1

16. |Bs.to Drop Dead Diva Season 2 Sony Pictures Television inc. ://bs to/serie/Dr

17. |Bs.to esse Stone Season 1 Sony Pictures Television Inc. https://bs.to/s [lesse-Stone/1

1B, |Bs.to Empire Season 2 Twentieth Century Fox Film oration Mmi

19, |Bs.to Modemn Family Season 7 [Twentieth Century Fox Film Corporation b bs.t ie/Modern-Famlily/7

20. |Bsto The Geinder Season 1 [Twertieth Century Fox Film Corporation </ /bs to/serie/The-Grinder

21 |Bsto [Touch Season 2 Twentieth Century Fox Fllm Cor| ion //bs.to/serie/To

22. [Bsto Awake Season 1 Nwentieth Century Fax Film Corparation +//bs.tofserie/Awake/1

23, |Bs.to Homeland Season 2 [Twentieth Century Fox Fitm Cor| nttps://bs.to/serie/!

24, |Bs.to How | Met Your Mather Season 8 "Twentieth Century Fox Flim Corporation https://bs.to/serie/How-1-Met- Your-Mother/8

25, |Bs.to \American Horror Story Season 1 [Twertieth Century Fox Film Corporation 1/ /bs.Ao/serie/ rican-Horror-Story-Die-dunide-Seite-in-dir/1

26. |Bs.to New Glrl Season 1 [Twentieth Fox Flim Cal ion https://bs.to/ser) irl/d

27. |Bsto Bones Sesson 5 [Twentieth Century Fox Flim Corporation +//bs.to/sere, i Jagerin/s

28. {Bs.to 12 Monkeys Season 1 | Cable Productions ULC 2 .to/serhfu-Monll_Eﬂl

25. |Bsto Dig Season 1 Universal Cable LLC https://bs.tofserie/Dig/1

30, |[Bsto fon Season 1 Universal Cable Productions LLC /bs.to/serie/Dominion

31.  |[Bs.to ‘Warehouse 13 Season 4 Universal Cable Productions LLC https://bs.1 /serie/Warehouse-13/4

32, |Bsto Fairly Legal Season 2 Universal Cable Productions LLC https://bs.to/serie/Fai 2

33. |[Bsto The Office US Season 7 Universal Cable Productions LLC hitps://bs.tofserie/The-Office-Us/7

Bs.to Season 5 Universal Cable Productions LLC https: to/serie/Psych/S

35, |Bsto Law & Order Season 18 Universal Cable Productions LLC https://bs.to/serle/Law-Order/18

36, |Bs.to onk Season 7 Universal Cable Productions LLC +/ {Ds.tofsetie/Monk/7

37, |Bsto Monk Season 6 Universal Cabie Productions LLC 2/ /bs.10/; 6

38, |Bsto |Grey's Anatomy Season 8 Disney Enterp Inc. +//bs.to/seril -Anatomy/B

35. |esto Swhched at Birth Sesson 4 Disney Enterprises, Inc. —_|niapsy//bsto/serie/Swhtched-st-Birth/a
Desperate F Season 7 Disney Enterprises, Inc. _ https://bs 1o/ e
| Quantico Season 2 Disney Enterpriges, Inc. https:/; 'serie;
The Secret Life of the American Teenager Season 1 Disney Enterprises, Inc. __|nttpsy//bs.to/serie/The-Secret- -Life-of the-American-Teenager/1
Star Wars Rebels Season 1 Disney Enterprises, Int. https://bs.to/se! -Wars-Rebels/1
Hannah Montana Season 1 Disney Enterprises, Inc. :/[os.to/serie/Hannah-Montana/i
Private Practice Season 1 Disney Enterprises, Inc. h_uﬂ [E!ulwﬂm
(Grey's Anatomy Season 7 Disney Enterprises, inc. Thitps://bs.to/serie/Grey-s-Anatomy/7
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s of Waverly Place Season 1 |Disney Enterprises, inc. {https://bs.to/serie/Zauberer-vom-Waverly-Place/1
Little Liars Season 7 armer Bros, Entertalnment Inc. |ttps://bs.to/serie/Pretty-Littie-Liars/7
111.22.63 Season 1 Warner Bros. Enter Inc. +//bs.Ao/sarie/11-22-63-Der-Anschiag/1
2 Broke Glrls Season 5 Warner Bros. Entertalnment Inc. 'S
Big Bang Theory Season 9 Warner Bros. Entertainment inc. /fos.to/serie/The-Big-Bang-Theory/s
[Blindspot Season 1 IWarner Bros. Entertainment inc.
IClipped US Season 2 (Warner Bros. Entertalnment Inc.
The Flash Season 2 (Warner Bros. Entertainment Inc.
Fuller House Season 1 \Warner Bros. Entertals Ine. </ /bs.to/serie/Fuller-H
|Gotham Season 2 'Warner Bros. Entertainment Inc. /fbsto/serle/Gotham/2
iZomble Season 2 Warner Bros. Entertsinment Inc. ://os to/serle/Zomble/2
Das Boot Deutschiand Femsehen GmbH & Co. KG_|https:,
Domain “serienstesm.to” redirects to the domain "s.10". The content named below is equally svailable via wlentical links starting with *Mtps://serienstream.to/” Instead of “hitps:/fato/”
through 20 tha "s.t0"-link d balow.
The Art of Mare Season 1 _[Sony Pictures Television Inc. s.to/serie/streal -art-of-mare/staffel-1
Powers Season 1 |seny Pictures Television Inc. hitps://s.to/serle/stresm/powers/staffel-t _
B Bad Season Sony Pictures Television Inc. https://s.to/!
B Bad Season 5 7
Bresking Sad Season
Breaking Bad Season
Death Season 4
Big C Season 1
Drop Dead Diva Season 2 Pletures Tedevision Inc. 5.4 'drop-dead-di affel-2
(Columbla Pictures Industries, Inc. //s.to/serie/stream/hawthorne/stsfiel-1
Twentieth Fex Film Corporstion hittps://s. 'empire-2015/staffel-2
Modem Family Season 7 Twentieth Fox Film tlon 5.0, odern-family/staffel-?
i Century Fox Rlm tion /5. derimmes-im-recht/staffel1
h C: Fox Flim tion /{510, il nn/staffel-1
Twentleth Century Fox Film tion i/fs.to/serle/stresm/awaks/staffel-1
|Twentieth Century Fox Film //s.t0/serie/strea ela -2
How | Met Your Mether Sesson 8 Twentieth Contury Fox Fim Corporation __[https/s to/sede/stresm/how-t met your-mother/stafie-
|American Horror Story Season 1 |Twentleth Fox Film tion |hittps://s.to/serie/stream/american-horror-story-die-dunkie-seite-In-dir/staffel-1
New GirlSeason 1 h Century Fox Film Corpor 7 fe/stream/new-gi/fstaflel-
{Twentisth Century Fox Film ation //s-to/serie/stream/bones-die-knochenjagerin/staffel-5
12 Monkeys Season 1 Universal Cable Productions LLC 'stream/12-monkeys/staffel- 1
Sessor [Universs| Cable Productions LLC ot/ tofsorle/strear/ig/statiek-
S.to Dominion Season 1 Universal Cable Productions LLC ¥ mi 1
S.to Warehouse 13 Season 4 Universal Cable Productions LLC 3 13/staffel-4
83, [sto Fairly Lagal Season 2 Un | Cable Productions LLC :f/s10, 'stream/falriy-legal/staffel-2
84. to The Office US Season 7 Universal Cable Productions LLC ://s.to/serie/stream/the-office/stafiel-7
A0 Psych Season Cable Productions LLC 540, -5
86. [Sto Law & Order Seasan 18 Universal Cable Productions LLC https://s.to/serie/stream/law-order/staffel-18
87. A0 Monk Season 7 Universal Cable uc s.to/serie/stream/monk/staflel-7
88 [sto Morik Season Cable Productions LLC https://s tofserle/stream/monk/stoffel-6
89. 0 |Grey's Anatomny Season 8 Disney Ent tnc. s to/seri aral staffel-8
90, to Switched at Birth Season 4 DI es, Inc. MWWM /! 4
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9L [Ste ¥ Hy Season 7 Disney Enterprises, Inc. [https://s.to/serle/: /d housewlves/staffel-7

92, |S.to Quantico Season 2 Disney Enterprises, Inc. https://s.to/serie/: /quantico/staffel-2

93, |[s.to The Secret Life of the American Teenages Season 1 Disney prises, Inc. hitps://s.10/serle/: v/th tlife-of-th i enaper/staffel-1
54. [Sto Star Wars Rebels Season 1 Disney Enterprises, Inc. https://s.to/serie/stream/star-wars-rebels/staflel-1

95. {S.to Hannah Season 1 Disney Enterprises, Inc hitps:, h.tg{urle]sfre-m/hmmb—monnmlmﬁd-l

96, |S.to Private Practice Season 1 Disney Enterprises, Inc. https://s.to/serle/stream/private-practice/staffel-t

197.  [5.to Grey's Anatomy Season 7 Disney Enterprises, Inc. https://s.to/serie/stream/grey-s-anatomy-die-jungen-aerzte/staffel-7
98. [S.to Wizards of Waverly Place Season 1 Disney Enterprises, Inc. 1_"‘_“;"’" [setie/stream/zauberer-vom-waverly-place/staffel-1
99, [S.to Pretty Little Liars Season 7 ‘Warner Bros, Entertalnment Inc. https://s.to/serfe/stzeam/pretty-little-liars/statfel-7

10D, |S.to 11.22.63 Season 1 \Warner Bros. Entertainment Inc. lhttps:l/noluri:/strumnl-lz-sa-der»anschhglmﬂeu

101. [S.to Broke Girls Season 5 'Warnher Bros. Enter Inc. [hg:(/mwgmvm-m;lrwmw

102, |S.te The Big Bang Theory Season 9 Warner Bros. Entertainment Inc. https://s.to/serle/stream/the-big-bang-theory/staffel-9

103. [S.to Blindspat Season 1 ‘Warner Bros. Entertainment Inc. https://s.to/serie/! /bl /staffel-1

e IS te ipped US Seazon 1 ‘Warner Bros, Entertal In<. | ttps://s.to/serie/stream/citpped-us/ 1

105, [S.to € Flash Season 2 'Warner Bros. Entertainment Inc. +//5.tofserie/stream/the-flash/staffel-2

106. |S.to Fuller House Season 2 'Warner Bros. Entertainment Inc. lhktps://;.m/xerielstrumlfuller-houg_[md—z

107. [S.to Gotham Season 2 Warner Bras. Entertalnment Inc, ]hlt;s://s.tolxerielmaﬁnthxmlnlﬁel»l

108. |S.to Zombie Season 2 ‘Warner Bras, Entertalnment Inc. Mtns:/h.toium/m:mlhmnbis[sbﬁebl

109. [St0 Manjac Season 1 Paramount Pictures Corporation https://s.to/serle/stream/maniac/staffel-1

110. [Sto Berlin Station Season 1 Paramount Pictures Corparation hitps://s.to/serie/stream/berlin-statlan/staffel-1

111, |S.to Berfin Statlon Season 2 Pictures Ct i huprjlstnlurle/nreaﬂgﬂln-mwmgu

112, [Sto Berlin Station Season 3 Paramount Pictures Corporation hitps://s.to/serie/stream/berlin-station/staffel-3

113. {Sto [The Haunting of Hill House Season 1 Paramount Plctures C https://s.to/serie/stream/spuk-In-hill-house/staffel-1

214, 5.0 13 Reasons Why Season 1 Psramount Pictures Corporation https://s.to/serie/stream/tate-mdchen-lgen-nicht/staffel-1

115. [S1o 13 Reasons Why Season 2 Paramount Plctures Corporation https://s.to/serie/stream/tote-mdchen-lgen-nicht/staffel-2

116. |S.to Das Boot Sky Deutschland hen GmbH & Co. XG_|https://s.1o/serie stream/das-boot




1von5

lvon5

000222

URGENT! CEASE AND DESIST LETTER URGENT! CEASE AND DESIST LETTER

Betreff: URGENT! CEASE AND DESIST LETTER -

Von:

Datum: 12.12.2018, 11:01

An: info@ddos-guard.net, abuse@ddos-guard.net, support@ddos-guard.net, admin@ddos-guard.net

Clear rights infringements on the internet services "SERIENSTREAM" (available under S.to and
SERIENSTREAM.to) and "Burning Series” (available under BS.to), hosted by you

Dear Sir or Madam,

We are writing to you in the name and on behalf of Our Clients, namely

1) Paramount Pictures Corporation, 5555 Melrose Avenue, Los Angeles, CA 90038, United States;

2.) Sony Pictures Television Inc., 10202 West Washington Boulevard, Culver City, 90232, California, United
States of America;

3.) Columbia Pictures Industries, Inc., 10202 West Washington, Culver City, California 90232, United States of
America;

4.) Twentieth Century Fox Film Corporation, 10201 West Pico Boulevard, Los Angeles, CA 90035, United States
of America;

5.) Universal City Studios Productions LLLP, 100 Universal City Plaza, Universal City, California 91608, United
States of America;

6.) Universal Cable Productions LLC, 100 Universal City Plaza, Universal City, California 91608, United States of
Armerica;

7.) Disney Enterprises, Inc., 500 South Buena Vista Street, Burbank, California 91521, United States of America;
8.) Warner Bros. Entertainment Inc., 4000 Warner Boulevard, Burbank, California 91522, United States of
America,

9.) Sky Deutschland Fernsehen GmbH & Co. KG, Medienallee 26, 85774 Unterfohring, Germany

(hereinafter “Our Clients”).

This is further to our qualified notice of 10 December 2018 ("QUALIFIED NOTICE"). In this QUALIFIED NOTICE we have
already informed you about the current facts and the legal situation in the present matter. We refer to these in full (attached).

This is a cease and desist letter to avoid court proceedings in Germany.

Despite the expiration of the deadlines in our QUALIFIED NOTICE, you are still acting as a hosting provider for illegal links
on the websites “S.to / SERIRNSTREAM.to / BS.to” (hereinafter “THE WEBSITES”), with the IP addresses 186.2.163.237
(8.TO), 186.2.163.190 (SERIENSTREAM.TO) and 186.2.163.124 (BS.TO), to files containing copyright protected
content of Our Clients as listed in our QUALIFIED NOTICE (this content is hereinafter referred to as “CONTENT™), These
links are made available to the public under the links (URLs) named in the exhibit to this cease and desist letter.

This infringes Our Clients’ exclusive rights in the CONTENT under German Copyright law. Aslaid down in our QUALIFIED
NOTICE, German law applies with respect to the identified infringements.

We request that your company does not tolerate abuse of its services to facilitate copyright infringements and that you are
committed to prohibit unlawful use of your servers.

You have been made aware of the facts mentioned above and the clear copyright infringements linked to them, in particular
the illegal providing of links to copies of the CONTENT of Our Clients.

According to German law, you have a duty not only to disable public access to the current copyright infringement and to make
sure that the CONTENT is not re-uploaded onto your system. You also have a duty of care to prevent similar rights
infringements in the future, which may be recognized just as clearly. You have violated these duties as the CONTENT of Our
Clients is still available via links on THE WEBSITES as shown in the exhibit.
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We hereby demand that you immediately,

at the latest December 12, 2018 (today)

cease and desist from making the CONTENT of Our Clients available through links on THE WEBSITES.

Our Clients now have injunction claims against you. You may settle such injunction claims by providing a cease and desist
declaration containing an undertaking for a sufficient contractual penalty in case of breach of the cease and desist declaration.
Also, please note that your breach of the aforementioned duties may result in damage claims by Our Clients against you. We
await your cease and desist declaration until latest

December 12, 2018 (today).

Finally, under Sec. 101 German Copyright Act, Our Clients are entitled to detailed information as to who has used your
services for the illegal making publicly available of the notified CONTENT on THE WEBSITES. Your obligation to disclose
such information follows from Sec. 101 (2) German Copyright Act as you have provided services in a commercial capacity for
obvious rights infringements.

Under Sec. 101 (3) German Copyright Act, you are therefore obligated to provide information as to name, address and other
information allowing the identification of your customers, instructing you to host THE WEBSITES as well as all other
information, which could serve to identify your customer, such as bank details or IP addresses used by your customers. In
addition, we refer to Sec. 101 (5) German Copyright Act, under which you make yourself liable for damages to Our Clients if
you supply false or incomplete information as a result of intent or gross negligence.

We hereby set a deadline for the disclosure of the respective information of

December 12, 2018 (today).

In case you do not act as a hosting provider of THE WEBSITES, we request that you provide detailed information
on the identity of the actual hosting provider of THE WEBSITES including their name, address, e-mail-address and

phone number
no later than December 12, 2018 (1oday).

Please note that this letter is not a complete statement of Our Clients’ rights in connection with this matter, and
nothing contained herein constitutes an express or implied waiver of any rights, remedies, or defenses of our client
in connection with this matter, all of which are expressly reserved.

German Attorney at Law

Anwalts chaft mbB - Patentanwiitte

Informationen zum Datenschutz
Information about data protection v

Diese E-Mail ist nur fir die genannten Empféinger besatimmt
und kann vertreuliche Informationen enthaiten,

This message may be a confidential attorney-client communication and may aiso be
privileged or otherwise protected by work product imm unity or cther legal rules.
Fyou have received it by mistake, please let us know and delete it from your system;
do not copy this message or disclose its contents to anyone.

The Integrity and security of this message cannot be guaranteed on the Intemet.
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—181210_notice DDOS Guard.emi- ——— e : - —_—

Betreff: URGENTI Qualified attorney information letter about rights Infringements|

vor: .

Datum: 10.12.2018, 18:00

An: Info@ddos-guard.net, abuse@ddos-guard.net, support@ddos-guard.net, admin@ddos-guard.net

Kopie (cC): copyright@ [l 0=

Dear Sir or Madam,
We are writing to you in the name and on behalf of our clients, namely

1.) Paramount Pictures Corporation, 5555 Melrose Avenue, Los Angeles, CA 90038, United States;

2.) Sony Pictures Television Inc., 10202 West Washington Boulevard, Culver City, 90232, California, United States of
America;

3} Columbia Pictures Industries, Inc., 10202 West Washington, Culver City, California 90232, United States of America;

4.) Twenticth Century Fox Film Corporation, 10201 West Pico Boulevard, Los Angeles, CA 90035, United States of
America;

5.) Universal City Studios Productions LLLF, 100 Universal City Plaza, Universal City, California 91608, United States of
America;

6.) Universal Cable Productions LL.C, 100 Universal City Plaza, Universal City, California 91608, United States of
America;

7.) Disney Enterprises, Inc., 500 South Buena Vista Street, Burbank, California 91521, United States of America;

8.) Warner Bros. Entertainment Inc., 4000 Warner Boulevard, Burbank, California 91522, United States of America,

9.) Sky Deutschland Fernsehen GmbH & Co. KG, Medienallee 26, 85774 Unterfohring, Germany

herein after “Our Clients”, We hereby affirm, in our capacity as attorneys, that we possess the due authority to represent Our
Clients.
This is a notice-and-take-down letter about copyright infringements occurring on the internet services SERIENSTREAM
(S.TO) and Burning Series (BS.TO), websites hosted by you (the “Websites”) under the IP addresses 186.2.163.124
(BS.TO), 186.2.163.237 (8.TO) and 186.2.163.190 (SERIENSTREAM.TO), currently available, inter alia, via the domains
S.to
SERIENSTREAM.to
BS.to

Our Clients own the exclusive making available rights, in particular for the territory of Germany, in and to the films and serics
set forth in the attached Exhibit for the territory of Germany, or their associated companies of their respective company groups
who are authorized to enforce these rights on behalf of Qur Clients.

The Websites offer a vast amount of copyright-protected content, consisting of series. The Websites almost entirely consist of
copyright infringing material, i.e. content, the rights of which are owned by rightsholders, such as Our Clients. On the
Websites, the copyright protected content of Our Clients is made available, in particular the titles as set forth in the Exhibit.

By making available Our Clients’ content on the Websites, you are clearly infringing Our Clients’ copyright. Pursuant to the
CJEU decision GS Media (judgment of 8 September 2016, Case C-160/15, n. 55), already the linking to copyright protected
content is a copyright infringement. The posting of hyperlinks to protected works, which are freely available on another
website without the consent of the copyright holder, constitutes a 'communication to the public' if those links are provided with
the pursuit of financial gain and the posting person knew or could have reasonably known the illegal nature of the publication
of those works on that other website, Also, as operators of a linking portal site, the operators of the Websites are infringing
copyrights pursuant to the CJEU decision Stichting Brein (The Pirate Bay) of 14 Yune 2017 (case C-610/15, n. 47).

Please note that German courts have also ruled that the operators of structurally infringing sites — like the Websites - infringe
copyrights and can even be held responsible based on criminal law charges (see German Federal Supreme Court, decision of
11 January 2017, case 5 StR 164/16). The operators of the Websites violate copyright themselves (German Federal Supreme
Court, decision of 11 January 2017, case 5 StR 164/ 16; Regional District Court Leipzig, judgment of 14 December 2015, case
11 KLs 350 Js 9/15; see also CJEU GS Media, judgment of 8 September 2016, Case C-160/15, n. 55 and CJEU Stichting Brein
(The Pirate Bay), judgment of 14 June 2017, Case C-610/15, n. 47).

In light of the copyright infringements described above, Our Clients have claims under German copyright against you as the
hosting provider of the Websites. The available claims include, inter alia, injunction claims, claims for information, and
damage claims.
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In the name of and on behalf of Our Clients, we ask you

to immediately and permanently delete the titles as set forth in the Exhibit from the Websites and prevent future
uploads of files with the same content.

Moreover, we ask you

to provide detailed information on all revenues gained through the illegal exploitation of Qur Clients’ content as
well as detailed information on the identity of all persons for whom you provide hosting services for the Websites.

Furthermore, we request
that you preserve any and all records related to your contractual relationship with respect to the content hosted,
including, but not limited to any transactional information, agreements or correspondence between you and your
customer.

We expect fulfilment of the afore-mentioned demands

no Jater than December 11'2, 2018,

In case you do not act as a hosting provider of the Websites, we request that you provide detailed information on the identity of
the actual hosting provider of the Websites including their name, address, e-mail-address and phone number

no later than December ll"’, 2018.

This letter is not a complete statement of Our Clients’ rights in connection with this matter, and nothing contained herein
constitutes an cxpress or implied waiver of any rights, remedies, or defenses of Our Clients in connection with this matter, all
of which are expressly reserved.

Sincerly,
I
|
Attorney at Law (Germany)

Attachment:
Exhibit with list of titles

ifel ]

chaft mbB - Patentanwéke

Informationen zum Datenschutz v tz
Information about data p Hectior

Diese E-Mall Ist nur flir die genannten Empfiinger bestimmt
und kann vertrauliche Irformationan enthalien.

This message may be a confidential attorney-cent communication and may also be
privilsged or otherwise protected by work product immunity or cther legal rules.

¥ you have received It by mistake, please let us know and delete &t from your system;
do not copy this message or disciose &s contents to anyone.

The integrity and security of this message cennot be guarantesd on the Intemet.

-Anhangg ——mMm@m™ ——————— ———
181210_notice DDOS Guard.eml| 206 KB
181210_Vorlage Exhibit titles_DDos Guard_StoBsto.pdf 91,4 KB
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copyright.vcf 4 Bytes
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